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What do these images have in common?
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A sample of operational failures 
since October 2007

Lloyds TSB Faces money 
laundering charges

UBS expects subprime losses in 
third quarter 2007

Monster.com job database 
comes under attack by phishers

Merrill Lynch suffers subprime 
woes

Rogue traders cost Calyon $358 
million in fines 

$300m

$8bn

The Impact of Poor ORM

$680m

$358m

Reported Impact

Fidelity sued over stolen details 
of 8.5m customers 

$200m

>$100m
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Baseline our Understanding

Operational Risk 
Management

Culture

The management of the risk of loss due to failures in:

• People

• Processes

• Systems

• External Events 

• Artifacts

• Knowledge

• Behaviours

• Beliefs & Feelings
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Operational Risk 
Management

Culture

• Process and procedural robustness and integrity

• People, skills and training

• The supply chain, outsourcing and inherited risk

• Infrastructure, systems and telecommunications

• Physical and information security

• Organisation Structure

• Clear Roles & Responsibilities

• Reporting & Metrics

• Management Methods

• Technologies

“On the Ground” ORM and Culture
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Operational Risk Mgt Objectives

• Process and procedural robustness 
and integrity

• Clear role definition and people 
with the appropriate skills 

• Understanding of the supply chain, 
outsourced components and the 
associated risks

• Stable infrastructure, systems and 
telecommunications

• Physical and information security

Req’mts to Embed in Culture

• Risk Mgt Hierarchy & Accountability

• Identify top ten risks using self 
assessments, risk maps and KRIs

• Know your losses

• Set performance goals and limits for 
each operational risk area

• Create one dashboard

• Peel the onion – understand the root 
cause

• Break down silos

• Transfer the risk where appropriate

• Balance policies, systems, limits with 
culture, values and incentives

Embedding an ORM Culture
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Awareness
Expected Op Risk Loss in the next 12 months

Worst case Op Risk Loss

Definition

What are our corporate RM policies & procedures?

What is the underlying governance structure?

What are our top 10 operational risks?

Measurement

How do we identify and capture relevant data?

How do we quantify risk exposure?

What is our reporting mechanism?

Management

Forum to review and manage exposures

Establish tolerances

Review exposures v tolerances

ObjectivesStage Toolset

Risk Definition

Op Risk Metrics

Hierarchy /Accountability

Roles & Objectives

Risk Maps

Six Sigma (DMAIC)

BI Tools (SAS / SPSS)

KRIs / KPIs

Roles & Objectives

KRIs

Triggers – System & Proc.

A Framework for ORM
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A Simple Benchmark

Awareness
Expected Op Risk Loss in the next 12 months

Worst case Op Risk Loss

Definition

What are our corporate RM policies & procedures?

What is the underlying governance structure?

What are our top 10 operational risks?

Measurement

How do we identify and capture relevant data?

How do we quantify risk exposure?

What is our reporting mechanism?

Management

Forum to review and manage exposures

Establish tolerances

Review exposures v tolerances

ObjectivesStage Toolset

Risk Definition

Op Risk Metrics

Hierarchy /Accountability

Roles & Objectives

Risk Maps

Six Sigma (DMAIC)

BI Tools (SAS / SPSS)

KRIs / KPIs

Roles & Objectives

KRIs

Triggers – System & Proc.

Benchmark

Absent Ad Hoc In Control
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Industry Insights

Source: Protiviti

“Improved business and performance management and 
reductions in operating losses are key ORM programme benefits”
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Industry Insights

“ORM programmes are promoting the development of an ORM 
culture through increased reporting to senior management 

(75%), the board of directors (69%) and business units (55%)”

Source: Protiviti
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Industry Insights

“90% of respondents citing Basel II as a significant factor, and 
more than half the respondents naming it as the primary factor 

affecting the development of their programmes”

Source: Protiviti
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Industry Insights

“Organisations are not yet linking the value of ORM programmes 
more closely to critical performance indicators. 

Less than 20% cited the use of ORM information in annual 
budgeting or product profitability, indicating that the 

information has yet to make its way into the risk/reward analysis 
of many financial firms”

Source: Protiviti
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beliefs & feelings

behaviours

knowledge

Time

Effort

artifacts

Changing Culture
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Competencies,
Policies,
& KPIs

Standard Messaging & Presentations

New Culture Messages         Behaviour Modeling& Rollout          Culture Reinforcement

Selection            Performance Management

Open Forums Role Forums

Project
Teams

Organisation &
Job Design

Reward & Recognition Program(s)

Vision,
Mission,

Core Values

Culture/Project
Conversion

Continuous
Improvement

Training             User Performance Support
D
I
A
G
N
O
S
T
I
C
S

Leadership Team Building        Coach Leaders        Cascade Sponsorship & Ownership

Culture Change Programme



15

Closing Remarks

Operational Risk & ORM Programmes are complex by their very nature.  A 
few tips to help with the journey…

Do not underestimate the requirement for a support 
structure ςthe house needs strong foundations

Be obsessed with the benefit - there must be a 
measurable economic return

Speed can be an illusion.  All change initiatives have their 
own lead time ςdo not skip essential activities

1

2

3
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Closing Remarks

Remove the emotion ςmake decisions based on fact

Empower the people.  There must be a shared vision 
where everyone has a role to play and clearly 
understands that role

Success breeds success ςevery large transformational 
initiative can appear daunting.  Take a modular 
approach and communicate wins.

4

5
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